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Schedule 1: Subject Matter and Details of Processing

Customer | ‘Data Exporter’ Details

Name:

Togetha Software Pty Ltd

Contact details for data protection: privacy@togetha.io

Main address:

Customer activities:

Role:

Provider |/ ‘Data Importer’ Details

Name:

Level 9

161 London Circuit
Canberra

ACT 2601

Atlassian Marketplace Partner

Controller

Refer to Subprocessors list

Contact details for data protection: Refer to Subprocessors list

Main address:
Provider activities:

Role:

Details of Processing

Categories of Data Subjects:

Refer to Subprocessors list
Refer to Subprocessors list

Processor

Data added by the Controller into the following
Atlassian applications:

o Jira

e Confluence

Categories of Customer Personal Data: Not applicable. Data remains in-situ in Customer

tenancy.



Sensitive Categories of Data and additional

associated restrictions/safeguards:

Frequency of transfer:

Nature of the Processing:
Purpose of the Processing:
Duration of Processing / retention period:

Transfers to Subprocessors:

Subprocessors

Not applicable. Data remains in-situ in Customer
tenancy.

Not applicable. Data remains in-situ in Customer

tenancy.
Extension of functionality in Atlassian platforms
Extension of functionality in Atlassian platforms
7 years

Data provided by the Controller is processed by the
following subprocessor: Amazon Web Services -

more details below

Sub-processor engaged by the Processor for the Processing of Personal Data: Amazon Web Services

(category of) Personal Data processed by the Sub-processor

Data as put into the Primary software

Type of Processing

Cloud Hosting

Country of Processing

Australia, Canada, Germany, Singapore, USA

Depending on where the Controller's Atlassian data resides - Reference B Togetha Group - Data Residency Policy

Sub-processors for data provided by the Controller as part of utilising the services provided by the provider

Sub-Processor: Atlassian

(category of) Personal Data processed by the Sub-processor

Name, Email

Type of Processing

Support Request Ticketing, License management

Country of Processing

USA

Country where Sub-processor’s registered office is located

USA

Sub-Processor: Salesforce

(category of) Personal Data processed by the Sub-processor

Name, Email


https://aws.amazon.com/
https://togetha.atlassian.net/wiki/spaces/SECMGT/pages/124943695949
https://togetha.atlassian.net/wiki/spaces/SECMGT/pages/124943695949
https://www.atlassian.com/
https://www.salesforce.com/

Type of Processing

Marketing Automation

Country of Processing

USA

Country where Sub-processor’s registered office is located

USA

Sub-Processor: Microsoft

(category of) Personal Data processed by the Sub-processor

Name, Email

Type of Processing

Email Delivery, Calendar bookings

Country of Processing

USA

Country where Sub-processor’s registered office is located

USA

Sub-Processor: Xero

(category of) Personal Data processed by the Sub-processor

Name, Email, Services, Payments

Type of Processing

Customer payments

Country of Processing

USA

Country where Sub-processor’s registered office is located

NZ

Sub-Processor: Splunk

(category of) Personal Data processed by the Sub-processor

Username, Email, Location, IP address, Time+Date, Activity

Type of Processing
Audit logs

SIEM data


https://www.microsoft.com/en-au/
https://www.xero.com/
https://www.splunk.com/

Country of Processing

USA

Country where Sub-processor’s registered office is located

USA

Sub-Processor: Google

(category of) Personal Data processed by the Sub-processor

Location, IP address, Time+Date, Activity

Type of Processing

Product analytics

Country of Processing

USA

Country where Sub-processor’s registered office is located

USA

Schedule 2: Technical and Organisational Measures

Details of the Technical and Organisational Measures applied by Togetha Group are set out at T Togetha Group Trust Center .

Schedule 3: Cross-Border Transfer Mechanisms

1. Definitions. Capitalised terms not defined in this Schedule are defined in the DPA.

1.1. “EU Standard Contractual Clauses” or “EU SCCs” means the Standard Contractual Clauses approved by the European Commission
in decision 2021/914.

1.2. “UK International Data Transfer Agreement” means the International Data Transfer Addendum to the EU Commission Standard

Contractual Clauses issued by the UK Information Commissioner, Version B1.0, in force as of March 21, 2022.

1.3. In addition:

“Designated EU Governing Law” means: [parties to specify]

“Designated EU Member State” means: [parties to specify]

2. EU Transfers. Where Customer Personal Data is protected by EU GDPR and is subject to a Restricted Transfer, the following applies:
2.1. The EU SCCs are hereby incorporated by reference as follows:

(a) Module 2 (Controller to Processor) applies where Customer is a Controller of Customer Personal Data and Provider is a Processor of
Customer Personal Data;

(b) Module 3 (Processor to Processor) applies where Customer is a Processor of Customer Personal Data (on behalf of a third-party

Controller) and Provider is a Processor of Customer Personal Data;


https://www.google.com/
https://trust.togetha.group/controls
https://trust.togetha.group/controls

(c) Customer is the “data exporter” and Provider is the “data importer”; and

(d) by entering into this DPA, each party is deemed to have signed the EU SCCs (including their Annexes) as of the DPA Effective Date.
2.2. For each Module, where applicable the following applies:

(a) the optional docking clause in Clause 7 does not apply;

(b) in Clause 9, Option 2 will apply, the minimum time period for prior notice of Subprocessor changes shall be as set out in Section 4.3 of
this DPA, and Provider shall fulfill its notification obligations by notifying Customer of any Subprocessor changes in accordance with Section
4.3 of this DPA,;

(c) in Clause 11, the optional language does not apply;

(d) in Clause 13, all square brackets are removed with the text remaining;

(e) in Clause 17, Option 1 will apply, and the EU SCCs will be governed by Desighated EU Governing Law;

(f) in Clause 18(b), disputes will be resolved before the courts of the Designated EU Member State;

(g) Schedule 1 (Subject Matter and Details of Processing) to this DPA contains the information required in Annex 1 of the EU SCCs; and
(h) Schedule 2 (Technical and Organisational Measures) to this DPA contains the information required in Annex 2 of the EU SCCs.

2.3. Where context permits and requires, any reference in this DPA to the EU SCCs shall be read as a reference to the EU SCCs as
modified in the manner set forth in this Section 2.

3. Swiss Transfers. Where Customer Personal Data is protected by the FADP and is subject to a Restricted Transfer, the following

applies:
3.1. The EU SCCs apply as set forth in Section 2 (EU Transfers) of this Schedule 3 with the following modifications:
(a) in Clause 13, the competent supervisory authority shall be the Swiss Federal Data Protection and Information Commissioner;
(b) in Clause 17 (Option 1), the EU SCCs will be governed by the laws of Switzerland;
(c) in Clause 18(b), disputes will be resolved before the courts of Switzerland,;

(d) the term Member State must not be interpreted in such a way as to exclude Data Subjects in Switzerland from enforcing their rights in
their place of habitual residence in accordance with Clause 18(c); and

(e) all references to the EU GDPR in this DPA are also deemed to refer to the FADP.

4. UK Transfers. Where Customer Personal Data is protected by the UK GDPR and is subject to a Restricted Transfer, the following

applies:
4.1. The EU SCCs apply as set forth in Section 2 (EU Transfers) of this Schedule 3 with the following modifications:

(a) each party shall be deemed to have signed the “UK Addendum to the EU Standard Contractual Clauses” (“UK Addendum”) issued by
the Information Commissioner’s Office under section 119 (A) of the Data Protection Act 2018;

(b) the EU SCCs shall be deemed amended as specified by the UK Addendum in respect of the transfer of Customer Personal Data;

(c) in Table 1 of the UK Addendum, the parties’ key contact information is located in Schedule 1 (Subject Matter and Details of Processing)
to this DPA,;

(d) in Table 2 of the UK Addendum, information about the version of the EU SCCs, modules and selected clauses which this UK Addendum

is appended to are located above in this Schedule 3;

(e) in Table 3 of the UK Addendum:

(i) the list of parties is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA,;

(ii) the description of transfer is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA;
(i) Annex Il is located in Schedule 2 (Technical and Organizational Measures) to this DPA; and

(iv) the list of Subprocessors is located in Schedule 1 (Subject Matter and Details of Processing) to this DPA.



(f) in Table 4 of the UK Addendum, both the Importer and the Exporter may end the UK Addendum in accordance with its terms (and the
respective box for each is deemed checked); and

(9) in Part 2: Part 2 — Mandatory Clauses of the Approved Addendum, being the template Addendum B.1.0 issued by the ICO and laid
before Parliament in accordance with section 119 (A) of the Data Protection Act 2018 on 2 February 2022, as it is revised under section 18

of those Mandatory Clauses.

5. Data Privacy Framework. For clarity, a transfer of Customer Personal Data from the EU, UK or Switzerland to Provider in the United
States subject to the EU-U.S. Data Privacy Shield Framework, the UK Extension to the EU-U.S. Data Privacy Framework, and/or the
Swiss-U.S. Data Privacy Shield Framework, as applicable (collectively, the “DPF”), shall not constitute a Restricted Transfer so long as
Provider maintains an active certification to the DPF and certification to the DPF remains a legal basis for transfer of Personal Data to
the United States under the GDPR, UK GDPR or FADP, as applicable.

Schedule 4: Region-Specific Terms
A. CALIFORNIA
1. Definitions. CCPA and other capitalised terms not defined in this Schedule are defined in the DPA.

n o« nou nou

1.1. “business purpose”, “commercial purpose”, “personal information”, “sel
CCPA.

I”, “service provider” and “share” have the meanings given in the
1.2. The definition of “Data Subject” includes “consumer” as defined under the CCPA.

1.3. The definition of “Controller” includes “business” as defined under the CCPA.

1.4. The definition of “Processor” includes “service provider” as defined under the CCPA.

2. Obligations.

2.1. Customer is providing the Customer Personal Data to Provider under the Agreement for the limited and specific business purposes of
providing the Cloud Service as described in Schedule 1 (Subject Matter and Details of Processing) to this DPA and otherwise performing

under the Agreement.

2.2. Provider will comply with its applicable obligations under the CCPA and provide the same level of privacy protection to Customer
Personal Data as is required by the CCPA.

2.3. Provider acknowledges that Customer has the right to: (i) take reasonable and appropriate steps under Section 9 (Audits) of this DPA
to help to ensure that Provider’'s use of Customer Personal Data is consistent with Customer’s obligations under the CCPA, (ii) receive from
Provider notice and assistance under Section 7 (Data Subject Requests) of this DPA regarding consumers’ requests to exercise rights under

the CCPA and (iii) upon notice, take reasonable and appropriate steps to stop and remediate unauthorized use of Customer Personal Data.
2.4. Provider will notify Customer promptly after it makes a determination that it can no longer meet its obligations under the CCPA.

2.5. Provider will not retain, use or disclose Customer Personal Data: (i) for any purpose, including a commercial purpose, other than the
business purposes described in Section 2.1 of this Section A (California) of Schedule 4 or (ii) outside of the direct business relationship

between Provider with Customer, except, in either case, where and to the extent permitted by the CCPA.
2.6. Provider will not sell or share Customer Personal Data received under the Agreement.

2.7. Provider will not combine Customer Personal Data with other personal information except to the extent a service provider is permitted
to do so by the CCPA.



